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Bostadsrattsféreningen Sjoboden
769609-9378
Utkast fran Aprisa

Styrelsen for Bostadsrattsféreningen Sjdboden, organisationsnummer 769609-9378, avger hdrmed féljande
Arsredovisning for rakenskapsdret 2020-09-01 - 2021-08-31. Om inte annat sdrskilt anges, redovisas alla
belopp i hela kronor.

Forvaltningsberattelse

Verksamheten
Allmant om verksamheten

Beskattning
D& féreningens verksamhet till klart dvervégande del bestér i att &t sina medlemmar tillhandahdlla
bostader i byggnader som &gs av féreningen beskattas féreningen som ett privatbostadsféretag.

Féreningens sate dr i Sundbyberg.

Foreningen disponerar tomten genom:

Aganderétt

Forsdkring

Féreningen ar fullvardesforsékrad i Trygg Hansa
Ostra.

Styrelse

Ordférande Johan Wassberg
Ledamot Nicholas Sagerholm
Ledamot Tommy Sagerholm
Ledamot Sara Dawidson
Ledamot Zakaria Kazi-Tani
Ledamot Mona Wennberg
Ledamot Bojan Knightly
Suppleant Monica Liliedanhl
Suppleant Susanne Paredes lllum, avgick maj 2021

Styrelsen har under aret hallit 16 sammantraden.

Foreningsstamma
Ordinarie féreningsst@dmma holls 2021-02-18

Revisor
Extern Grant Thornton Sweden AB, Clas Niklasson

2 (17)



Information om fastigheten

Féreningens adresser:

Tradgdrdsgatan 19-23, Albygatan 117-119,

samft Tritonvagen

Nybyggnadsdr: 1960
Ombyggnadsaér: 2007
Vérdedr: 1977

Fastighetsbeteckning: Sjéboden 4

Bostadsldgenheter

Bostadsrattsféreningen Sjoboden
769609-9378
Utkast fran Aprisa

upplatna med bostadsratt Garage

Antal Total yta m? Antal platser
1 kokvr& 23 651 49
2rok 49 2871
3rok 29 2273 P-platser
4 rok 1 90
5rok 24 2 667 Antal platser
Summa

126 8 552 95
Totalt antal bostadsldgenheter: 133
Lokaler
upplatna med hyresratt

Bostadsldgenheter
upplatna med hyresratt Antal Total yta m?

Antal Total yta m? 16 4140
1 kokvrd 1 27
2 rok 3 177
3 rok 3 219
Summa 7 423
Totalyta (m?): 8 975
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Bostadsrattsféreningen Sjoboden
769609-9378
Utkast fran Aprisa

Nedanstdende atgarder har genomforts eller planeras:

Ar

2014
2015
2015
2015
2015
2015
2015/16

2016
2016

2016
2016
2017
2017
2017
2017
2018
2018
2019
2019
2020
2020
2020
2020
2020
2021
2021
2021

Atgérd Kommentar

Ombyggnad av dagvattenpumpstation Tradgdrdsgatan 23, kdllare
Fonsterbyte i samiliga ldgenheter/féretag

Uteplats/grill p& Albygatans innergard/takterrass

Nyinstallation av ventilation f&r sex av féreningens féretagslokaler
Byggnation av brandvéggar mellan sju av féreningens féretagslokaler
Reparation av tatskiktet pd en del av innergdrden, Trddgdérdsgatan 19-23
Ny tvattmaskin pd Tradgdrdsgatan 23, samt nya manglar pd 1.19, T.21, och
T.23

Malning och installation av ny belysning i féreningens samtliga trapphus och
entréer

Delning/ombyggnad av livsmedelsbutiken till tvé lokaler. Nya
fonster/ingéngspartier, samt elinstallationer

Fotvérdslokalen fér ny fasad mot gérden

Ny isolering och reparation av tak, Tradgdrdsgatan 19, 21 och 23
Féreningslokalen: renovering, ny fasad, ny ytterddrr, nya mobler

Fas Il (av V) av tatskiktet pd innergdrden, Tradgdrdsgatan 21-23

Ny utomhusbelysning (30-plus nya lampor fér att dka sGkerheten)
Renovering av fidigare hyresratt infor forsdljining till bostasdratt

Nytt passersystem

Nya portar i samtliga hus

Fasad- och terrassrenovering pé Tradgdrdsgatan 19

Renovering av fidigare hyresratt infor forsdljining till bostadsratt

Ny tvattmaskin Albygatan

Fasad- och terrassrenovering Trédgdrdsgatan 21

Fasad- och terrassrenovering Tradgdrdsgatan 23

Fas lll (av V) av tatskiktet pd innergdrden Trédgdrdsgatan 19

Byte av inkommande el fram fill servitut, Albygatan

FaslV (av V) av tatskiktet pd innergdrden

Ny LED-belysning i garaget

Utdkat sophuset med fullfjadrad &tervinningsstation
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Bostadsrattsféreningen Sjoboden
769609-9378 (]
Utkast fran Aprisa

Forvaltning

Avtal Leverantor

Internetleverentor Sundbybergs Stadsn&t och Comhem
Teknisk forvaltning Etcon Fastighetsteknik AB

Ekonomisk férvaltning FRUBO AB

Trappstadning, renhdlining, snérenhdlining Solsken Tradgdrd AB

Vidsentliga hdndelser under réikenskapsaret

Foreningens primdra fokus under rékenskapsdret har varit att slutféra fasad-, terrass- och
takrenoveringarna av 123. Samt att byta ut ventilationen i féreningens tvé lokaler som hyrs ut till
restauranger. Tvé kostsamma projekt varav det sista precis inte hann avslutas innan rékenskapsdarets slut.
Samtliga kostnader for fasad, terrass och tak ar kostnadsférda i resultatrékningen, vilkket skapat eft
negativt utfall. Detta till trots s& har vi amorterat 3,4 miljoner av féreningens I&n (tack vare forsdlining av en
hyresratt). Nu gdr vi mot ekonomiskt ljusare dr, eftersom féreningens ekonomi trots de senate drens stora
kostnader foljer en stabil frend.

Styrelsen beddémer att Covid-19-pandemin inte har orsakat en negativ effekt p& féreningens result

under rdkenskapsdret. Féreningens intdkter i form av avgifter och lokalhyra har inkommit utan férdréjning.
Statens stod for sankta hyror i utsatta branscher har applicerats pd de lokalhyresgdster som omfattades
av stédet och ansékt om detta.
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Medlemsinformation

Medlemmar vid rékenskapsdrets borjian
Tilkommande medlemmar under &ret
Avgdende medlemmar under Aret
Under Aret har 19 dverlatelser skett.

Bostadsrattsfoéreningen Sjoboden

769609-9378
Utkast fran Aprisa

]2 1 25 bostadsratter

31

177 mediemmar vid rakenskapsarets slut

o .o °

Flerarsoversikt

2020/2021 2019/2020 2018/2019 2017/2018
Nettoomsdattning, tkr 11 641 11 526 10 765 10 283
Arsavgifter, tkr 5537 5528 5202 5171
Resultat efter finansiella poster, tkr -7 488 -10 849 -325 1787
Soliditet!, % 50 51 55 58
Foreningen, kr
Bostadsrdtten, kr
Arsavgift kr/kvm bostadsréttsyta 652 652 612 621
Elkostnad kr/kvm, boyta 41 48 41 38
Varmekostnad kr/kvm * 61 101 113 116
Vattenkostnad kr/kvm 25 29 14 17
Skuld/kvm bostadsrattsyta 10 535 10933 9 596 8 891

' Justerat eget kapital i procent av balansomslutning

*Varmekostnad kr/kvm

Norrenergi har missat att fakturera under rékenskapsdret vilket gér att det riktiga kostnaden borde vara

1351 695kr/13217m2 =102 kr/kvm

Intakter

Hyresint&kter.

hyresr&tt \

Hyresint&kter
garage & p-
plats

Gvriga

Kosthader

Réntekostnader

externa
kostnader.

Avskrivningar

Arsc:vgiﬂer

Driftskostnader
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Bostadsrattsféreningen Sjoboden
769609-9378
Utkast fran Aprisa

Forandringar i eget kapital

Insatser Upplatelse- Fond for yltre Balanserat Arets
avgifter underhall resultat resultat

Belopp vid drets ingding 84356272 29 597 737 3496722 -4909 511 -10848 578
Resultatdisposition enligt stdmman:
Reservering fond for yttre underhdll 679 200 -679 200
lanspréktagande av fond fér yttre -3400000 3400000
underhaill
Balanseras i ny r&kning -10848 578 10848 578
Arets resultat -7 488 068
Belopp vid drets utgang 84356272 29597 737 775922 -13037 289 -7 488 068

Resultatdisposition

Till féreningsstémmans férfogande star féljande medel:

Balanserat resultat -13 037 288
Arefts resultat -7 488 068
Totalt -20 525 356

Styrelsen foreslar att medlen disponeras enligt féljande:

Till féreningens fond for yttre underhdll avsattes enligt stadgar 679 200
Balanseras i ny rakning -21 204 556
Totalt -20 525 356
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Bostadsrattsféreningen Sjoboden
769609-9378
Utkast fran Aprisa

(X} °
Resultatrakning

Not 2020-09-01 2019-09-01

2021-08-31 2020-08-31

RORELSEINTAKTER
Nettoomsdéttning ! 11 640 829 11 525 694
Ovriga rérelseintakter 2 69 198 120 049
Summa Rorelseintakter 11 710 027 11 645743
RORELSEKOSTNADER
Driftkostnader 3 -15079 205 -18 164 432
Ovriga externa kostnader 4 -431 841 -506 322
Personalkostnader 5 -394 260 -390 229
Avskrivningar 6 -2 720 529 -2 558 192
Summa Rorelsekostnader -18 625 835 -21 619175
RORELSERESULTAT -6 915808 -9 973 432
FINANSIELLA POSTER
Ovriga rénteintékter och liknande resultatposter 7 42 -2 184
Rantekostnader och liknande resultatposter 8 -572 302 -872 962
Summa Finansiella poster -572 260 -875 146
RESULTAT EFTER FINANSIELLA POSTER -7 488 068 -10 848 578
RESULTAT FORE SKATT -7 488 068 -10 848 578
ARETS RESULTAT -7 488 068 -10 848 578
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Bostadsrattsfoéreningen Sjoboden
769609-9378

Utkast fran Aprisa

[X) °
Balansrakning
TILLGANGAR Not  2021-08-31 2020-08-31
ANLAGGNINGSTILLGANGAR
Materiella anléggningstillgangar
Byggnader och mark 9 182719 910 182 848 296
Inventarier, verktyg och installationer 10 76 631 100 594
PAgdende nyanlaggningar 0 0
Summa materiella anldggningstillgangar 182 796 541 182 948 890
SUMMA ANLAGGNINGSTILLGANGAR 182 796 541 182 948 890
OMSATININGSTILLGANGAR
Kortfristiga fordringar
Avgifts- och hyresfordringar 12 831 19 481
Ovriga fordringar 8 008 673
Forutbetalda kostnader och upplupna intékter 11 396 797 477 826
Summa kortfristiga fordringar 417 636 497 980
Kassa och bank
Kassa och bank 4063757 15100 497
Summa kassa och bank 4063 757 15 100 497
SUMMA OMSATTNINGSTILLGANGAR 4 481 393 15 598 477
SUMMA TILLGANGAR 187 277 934 198 547 367
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Bostadsrattsfoéreningen Sjoboden
769609-9378

Utkast fran Aprisa

[ X) °
Balansrakning
EGET KAPITAL OCH SKULDER Not 2021-08-31 2020-08-31
EGET KAPITAL
Bundet eget kapital
Medlemsinsatser 113 954 009 113 954 009
Fond for yttre underhall 775922 3496722
Summa bundet eget kapital 114 729 931 117 450 731
Fritt eget kapital
Balanserat resultat -13 037 288 -4 909 511
Arets resultat -7 488 068 -10 848 578
Summa fritt eget kapital -20 525 356 -15 758 089
SUMMA EGET KAPITAL 94 204 575 101 692 642
Langfristiga skulder
Skulder fill kreditinstitut 12 90 094 000 93 500 000
Summa langfristiga skulder 90 094 000 93 500 000
Kortfristiga skulder
Leverantorsskulder 1213883 1654919
Skatteskulder 27 683 30 538
Ovriga skulder 398 557 434 471
Upplupna kostnader och férutbetalda intékter 13 1 339 236 1234797
Summa kortfristiga skulder 2 979 359 3354725
SUMMA EGET KAPITAL OCH SKULDER 187 277 934 198 547 367
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Noter

Redovisningsprinciper

Bostadsrattsféreningen Sjoboden
769609-9378
Utkast fran Aprisa

Arsredovisningen &r uppréttad i enlighet med drsredovisningslagen och Bokféringsnédmndens allmdnna
rad (BFNAR 2016:10) om arsredovisning i mindre féretag.

Avskrivning
Tilldmpade avskrivningstider:

Anldggningstillgdng Nyttiandeperiod (dr) Avskrivning (%)
Byggnad 200 0.5
Markanldggning 33 3,3
Maskiner och inventarier 5 20
Forbattringsarbeten 10-35 2,5-10
Not 1. Neftoomsattning 2020/2021 2019/2020
Arsavgifter
Bost&der 5536 980 5531325
Ovriga rsavgifter 0 -3 000
5536 980 5528 325
Hyresintakter
Bostader 589 177 592 984
Lokaler 3838775 3754197
Fastighetsskatt 241 987 292 121
Forrad 4200 0
Garage och p-platser 1 075 360 984 855
5749 499 5624 157
Ovriga intakter
Debiterade elkostnader 2 400 2 400
Debiterade varmekostnader 13 452 13 452
Branslekostnader 447 655 454710
Ovriga avgifts- och hyresbortfall -109 368 -132 189
Ovriga intékter 211 34 839
354 350 373212
Totalt nettoomsattning 11 640 829 11 525 694
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Bostadsrattsféreningen Sjoboden
769609-9378
Utkast fran Aprisa

Not 2. Ovriga rorelseintdkter 2020/2021 2019/2020
Ovriga rérelseintdkter
Avgift andrahandsupplételse 17 408 34 475
Vidarefakturerade kostnader 5101 0
Statligt stéd Covid-19 17 799 60 441
Ovriga erséttningar och intékter 28 890 25133
69 198 120 049
Totalt 6vriga rorelseintdkter 69198 120 049
Not 3. Driftkostnader 2020/2021 2019/2020
Taxebundna kostnader
Fastighetsel 369 256 433 959
Uppvarmning 816 741 1360514
Vatten och aviopp 336 643 388 941
Soph&mtning 255077 232 224
1777 717 2415 638
Funktionell anldggningsservice
Sotning 0 11 921
Obligatorisk ventilationskontroll, OVK 0 22 365
Service ventilation 15012 15012
Grundavtal hiss 21 279 7197
Hissbesikining 3354 4 949
Obligatoriska service- och besiktningskostnader 13 667 5808
Energideklaration 0 15779
53 312 83 030
Kopta tjanster
Grovsopor/atervinning 50 609 32125
Fastighetsskdtsel 305139 287 948
Fastighetsskotsel exira 9 060 23796
Fastighetsstad 243 400 183811
Fastighetsstdd extra 5960 14130
Tradgdrdsskotsel 54165 67 706
Sndéréjning/sandning 117 750 117 750
786 083 727 265
Distribuerade servicetjanster
Bredband 44 651 47 480
v 37 582 35 849
82 233 83 329
Ovriga driftkostnader
F&rsakring 351216 329 804
Fastighetsavgift/fastighetsskatt 457 628 447 141
Férbrukningsmaterial 7 751 28 402
Férbrukningsinventarier 24 700 33 399
841 295 838 746
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Reparationer

Terasser
Ventilation sjalvdrag

Reparation och underhaill

Reparation och underhaill
Portar och 1ds
Trapphus

Hiss

Tvattstuga

Lokaler
Hyresldgenheter
Garage och p-platser
El

Uppvarmning

VVS

Ventilation
Gard/trédgard
Material

Totalt driftkostnader

Bostadsrattsféreningen Sjoboden
769609-9378
Utkast fran Aprisa

8 495 233
0

8 495 233

1213925
14375

0

25053

8 963
95165
17 251

71 831
201 634
3 438
198 956
1170 622
0

22118

3 043 332
15 079 205

12 969 048
3885

12 972 933

57 152
181 953
6 594
21134
1375
141 472
62 227
97 073
74 573
0

244 598
30 524
71 591
53 227

1043 491
18 164 432
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Bostadsrattsféreningen Sjoboden
769609-9378
Utkast fran Aprisa

Not 4. Ovriga externa kostnader 2020/2021 2019/2020
Styrelsen
Féreningsstmma 0 7 536
Medlems- och foreningsavgifter
Medlems- och féreningsavgifter 18 082 13616
Ekonomisk forvaltning
Arvode ekonomisk férvalining 207 847 206 377
Extra ekonomisk férvaltning 5 403 6 024
213 250 212 402
Revision
Revisionsarvode 27 194 34159
Kommunikation
Webbsida 1222 5177
Telefon 10 063 6 828
11 284 12 005
Avriga kostnader
Mdklararvode 45000 42 300
Konsultarvode 14125 5594
Bankkostnader 16 608 16 702
Inkassokostnader 379 1 060
Ovriga administrativa kostnader 7 982 8147
Féreningsomkostnader 3756 21987
Ovriga kostnader 74182 130 816
162 031 226 605
Totalt 6vriga externa kostnader 431 841 506 322
Not 5. Personalkostnader 2020/2021 2019/2020
Styrelsen
Styrelsearvode 300 000 300 000
Sociala kostnader 94 260 90 229
394 260 390 229
Totalt personalkostnader 394 260 390 229
Not 6. Avskrivningar 2020/2021 2019/2020
Avskrivningar
Byggnader och markanlédggningar 2 681 668 2515128
Inventarier och installationer 38 861 43 064
2720 529 2 558 192
Totalt avskrivningar 2720 529 2558 192
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Bostadsrattsféreningen Sjoboden
769609-9378
Utkast fran Aprisa

Not 7. Ovriga ranteintékter och liknande resultatposter 2020/2021 2019/2020
Ovriga rénteintdkter och liknande resultatposter
Ovriga rénteintékter 42 -2184
Totalt 6vriga ranteintdkter och liknande resultatposter 42 -2184
Not 8. Rantekostnader och liknande resultatposter 2020/2021 2019/2020
Rantekostnader och liknande resultatposter
Rantekostnader I&ngfristiga skulder 572 302 872 495
Ovriga finansiella kostnader 0 267
572 302 872762
Totalt rantekostnader och liknande resultatposter 572 302 872762
Not 9. Byggnader och mark 2021-08-31 2020-08-31
Ackumulerade anskaffningsvdrden
Ing&ende anskaffningsvarden 78 040 546 78 040 546
Anskaffningsvarde byggnad 76 030 003 76 030 003
Anskaffningsvarde mark 51 300 000 51 300 000
Inkép 2 553 282 0
Utgaende anskaffningsvdrden 207 923 831 205 370 549
Ackumulerade avskrivningar
Ing&ende avskrivningar - 22522 253 -20007 125
Arets avskrivningar -2 681 668 -2515128
Utgaende avskrivningar -25 203 921 -22 522 253
Utgdende redovisat vérde 182719 910 182 848 296
Not 10. Inventarier, verktyg och installationer 2021-08-31 2020-08-31
Ackumulerade anskaffningsvdrden
Ing&ende anskaffningsvarden 475 325 460765
Inkép 14 898 61 659
Utgdende anskaffningsvdrden 490 223 522 424
Ackumulerade avskrivningar
Ing&ende avskrivningar - 374730 - 378766
Arets avskrivningar - 38 862 - 43 064
Utgdende avskrivningar -413 592 -421 830
Utgdende redovisat vérde 76 631 100 594
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Bostadsrattsféreningen Sjoboden
769609-9378
Utkast fran Aprisa

Not 11. Férutbetalda kostnader och upplupna intdkter 2021-08-31 2020-08-31
Statligt stéd Covid-19 17 799 60 441
Hisspartner 0 5298
FRUBO AB 17 248 18 260
Sundbybergs avfall och Vatten 0 40 406
Comhem AB 0 2 205
Trygg Hansa 361750 351 216
Summa 396 797 477 826
Not 12. Skulder till kreditinstitut
Villkors- Rdantesats Belopp Belopp
andringsdag  2021-08-31 2021-08-31 2020-08-31
L&n Nordea 39798257081 2022-12-21 0,59 % 24 594 000 28 000 000
L&n Nordea 397582146595 2023-06-21 0,52 % 7 000 000 7 000 000
L&n Nordea 39798278909 2023-04-19 0,48 % 11 000 000 11 000 000
L&n Nordea 39798278917 2023-04-19 0,48 % 12 500 000 12 500 000
L&n Nordea 39758211021 2023-06-21 0,52 % 23 000 000 23 000 000
Nordea 39758216368 2023-08-16 0,52 % 12 000 000 12 000 000
Summa skulder till kreditinstitut 90 094 000 93 500 000
Not 13. Upplupna kostnader och forutbetalda intdkter 2021-08-31 2020-08-31
Upplupna utgiftsrantor 87 097 87 097
Forskottsbet avgift/hyra 980 065 914717
Forskott intdkter sep 61255 61 466
Norrenergi 50 961 50726
Styrelsearvode 65710 65710
Revisionsarvode 25000 25000
Vattenfall 28 766 30 081
Telavox 897 0
Sundbyberg Avfall 60 840 0
SUEZ 721 0
FRUBO 812 0
Notos Consult AB 3920 0
Summa 1366 044 1234797
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Not 14. Stallda sakerheter

Bostadsrattsféreningen Sjoboden
769609-9378
Utkast fran Aprisa

2021-08-31 2020-08-31

Fastighetsinteckningar

Summa:
Underskrifter
den / 2021

Johan Wassberg

Tommy Sagerholm

Zakaria Kazi-Tani

Bojan Knightly

Var revisionsberdttelse har Idmnats 2021 -

Grant Thornton Sweden AB, Clas Niklasson

Auktoriserad revisor

93 514 000 93 514 000
93 514 000 93 514 000

Nicholas Sagerholm

Sara Dawidson

Mona Wennberg
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Bostadsrattsféreningen Sjoboden
769609-9378
Utkast fran Aprisa

Styrelsen for Bostadsrattsféreningen Sjdboden, organisationsnummer 769609-9378, avger hdrmed féljande
Arsredovisning for rakenskapsdret 2020-09-01 - 2021-08-31. Om inte annat sdrskilt anges, redovisas alla
belopp i hela kronor.

Forvaltningsberattelse

Verksamheten
Allmant om verksamheten

Beskattning
D& féreningens verksamhet till klart dvervégande del bestér i att &t sina medlemmar tillhandahdlla
bostader i byggnader som &gs av féreningen beskattas féreningen som ett privatbostadsféretag.

Féreningens sate dr i Sundbyberg.

Foreningen disponerar tomten genom:

Aganderétt

Forsdkring

Féreningen ar fullvardesforsékrad i Trygg Hansa
Ostra.

Styrelse

Ordférande Johan Wassberg
Ledamot Nicholas Sagerholm
Ledamot Tommy Sagerholm
Ledamot Sara Dawidson
Ledamot Zakaria Kazi-Tani
Ledamot Mona Wennberg
Ledamot Bojan Knightly
Suppleant Monica Liliedanhl
Suppleant Susanne Paredes lllum, avgick maj 2021

Styrelsen har under aret hallit 16 sammantraden.

Foreningsstamma
Ordinarie féreningsst@dmma holls 2021-02-18

Revisor
Extern Grant Thornton Sweden AB, Clas Niklasson
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Information om fastigheten
Féreningens adresser:

Tradgdrdsgatan 19-23, Albygatan 117-119,
samft Tritonvagen

Nybyggnadsdr: 1960
Ombyggnadsaér: 2007
Vérdedr: 1977

Fastighetsbeteckning: Sjéboden 4

Bostadsldgenheter

Bostadsrattsféreningen Sjoboden
769609-9378
Utkast fran Aprisa

upplatna med bostadsratt Garage

Antal Total yta m? Antal platser
1 kokvr& 23 651 49
2rok 49 2871
3rok 29 2273 P-platser
4 rok 1 90
5rok 24 2 667 Antal platser
Summa

126 8 552 95
Totalt antal bostadsldgenheter: 133
Lokaler
upplatna med hyresratt

Bostadsldgenheter
upplatna med hyresratt Antal Total yta m?

Antal Total yta m? 16 4140
1 kokvrd 1 27
2 rok 3 177
3 rok 3 219
Summa 7 423
Totalyta (m?): 8 975
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Bostadsrattsféreningen Sjoboden
769609-9378
Utkast fran Aprisa

Nedanstdende atgarder har genomforts eller planeras:

Ar

2014
2015
2015
2015
2015
2015
2015/16

2016
2016

2016
2016
2017
2017
2017
2017
2018
2018
2019
2019
2020
2020
2020
2020
2020
2021
2021
2021

Atgérd Kommentar

Ombyggnad av dagvattenpumpstation Tradgdrdsgatan 23, kdllare
Fonsterbyte i samiliga ldgenheter/féretag

Uteplats/grill p& Albygatans innergard/takterrass

Nyinstallation av ventilation f&r sex av féreningens féretagslokaler
Byggnation av brandvéggar mellan sju av féreningens féretagslokaler
Reparation av tatskiktet pd en del av innergdrden, Trddgdérdsgatan 19-23
Ny tvattmaskin pd Tradgdrdsgatan 23, samt nya manglar pd 1.19, T.21, och
T.23

Malning och installation av ny belysning i féreningens samtliga trapphus och
entréer

Delning/ombyggnad av livsmedelsbutiken till tvé lokaler. Nya
fonster/ingéngspartier, samt elinstallationer

Fotvérdslokalen fér ny fasad mot gérden

Ny isolering och reparation av tak, Tradgdrdsgatan 19, 21 och 23
Féreningslokalen: renovering, ny fasad, ny ytterddrr, nya mobler

Fas Il (av V) av tatskiktet pd innergdrden, Tradgdrdsgatan 21-23

Ny utomhusbelysning (30-plus nya lampor fér att dka sGkerheten)
Renovering av fidigare hyresratt infor forsdljining till bostasdratt

Nytt passersystem

Nya portar i samtliga hus

Fasad- och terrassrenovering pé Tradgdrdsgatan 19

Renovering av fidigare hyresratt infor forsdljining till bostadsratt

Ny tvattmaskin Albygatan

Fasad- och terrassrenovering Trédgdrdsgatan 21

Fasad- och terrassrenovering Tradgdrdsgatan 23

Fas lll (av V) av tatskiktet pd innergdrden Trédgdrdsgatan 19

Byte av inkommande el fram fill servitut, Albygatan

FaslV (av V) av tatskiktet pd innergdrden

Ny LED-belysning i garaget

Utdkat sophuset med fullfjadrad &tervinningsstation
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Bostadsrattsféreningen Sjoboden
769609-9378 (]
Utkast fran Aprisa

Forvaltning

Avtal Leverantor

Internetleverentor Sundbybergs Stadsn&t och Comhem
Teknisk forvaltning Etcon Fastighetsteknik AB

Ekonomisk férvaltning FRUBO AB

Trappstadning, renhdlining, snérenhdlining Solsken Tradgdrd AB

Vidsentliga hdndelser under réikenskapsaret

Foreningens primdra fokus under rékenskapsdret har varit att slutféra fasad-, terrass- och
takrenoveringarna av 123. Samt att byta ut ventilationen i féreningens tvé lokaler som hyrs ut till
restauranger. Tvé kostsamma projekt varav det sista precis inte hann avslutas innan rékenskapsdarets slut.
Samtliga kostnader for fasad, terrass och tak ar kostnadsférda i resultatrékningen, vilkket skapat eft
negativt utfall. Detta till trots s& har vi amorterat 3,4 miljoner av féreningens I&n (tack vare forsdlining av en
hyresratt). Nu gdr vi mot ekonomiskt ljusare dr, eftersom féreningens ekonomi trots de senate drens stora
kostnader foljer en stabil frend.

Styrelsen beddémer att Covid-19-pandemin inte har orsakat en negativ effekt p& féreningens result

under rdkenskapsdret. Féreningens intdkter i form av avgifter och lokalhyra har inkommit utan férdréjning.
Statens stod for sankta hyror i utsatta branscher har applicerats pd de lokalhyresgdster som omfattades
av stédet och ansékt om detta.
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Medlemsinformation

Medlemmar vid rékenskapsdrets borjian
Tilkommande medlemmar under &ret
Avgdende medlemmar under Aret
Under Aret har 19 dverlatelser skett.

Bostadsrattsfoéreningen Sjoboden

769609-9378
Utkast fran Aprisa

12 1 25 bostadsratter

31

177 mediemmar vid rakenskapsarets slut

Flerarsoversikt

2020/2021 2019/2020 2018/2019 2017/2018
Nettoomsdattning, tkr 11 641 11 526 10 765 10 283
Arsavgifter, tkr 5537 5528 5202 5171
Resultat efter finansiella poster, tkr -7 488 -10 849 -325 1787
Soliditet', % 50 51 55 58
Foreningen, kr
Bostadsrdtten, kr
Arsavgift kr/kvm bostadsréttsyta 652 652 612 621
Elkostnad kr/kvm, boyta 41 48 41 38
Varmekostnad kr/kvm * 61 101 113 116
Vattenkostnad kr/kvm 25 29 14 17
Skuld/kvm bostadsrattsyta 10 535 10933 9 596 8 891

' Justerat eget kapital i procent av balansomslutning

*Varmekostnad kr/kvm

Norrenergi har missat att fakturera under rékenskapsdret vilket gér att det riktiga kostnaden borde vara

1351 695kr/13217m2 =102 kr/kvm

Int&kter
Hyresint&kter.
hyresr&tt \
Hyresint&kter
garage & p-
plats

Arsc:vgiﬂer

Gvriga

Kosthader

Réntekostnader

externa
kostnader.

Avskrivningar

Driftskostnader
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Bostadsrattsféreningen Sjoboden
769609-9378
Utkast fran Aprisa

Forandringar i eget kapital

Insatser Upplatelse- Fond for yltre Balanserat Arets
avgifter underhall resultat resultat

Belopp vid drets ingding 84356272 29 597 737 3496722 -4909 511 -10848 578
Resultatdisposition enligt stdmman:
Reservering fond for yttre underhdll 679 200 -679 200
lanspréktagande av fond fér yttre -3400000 3400000
underhaill
Balanseras i ny r&kning -10848 578 10848 578
Arets resultat -7 488 068
Belopp vid drets utgang 84356272 29597 737 775922 -13037 289 -7 488 068

Resultatdisposition

Till féreningsstémmans férfogande star féljande medel:

Balanserat resultat -13 037 288
Arefts resultat -7 488 068
Totalt -20 525 356

Styrelsen foreslar att medlen disponeras enligt féljande:

Till féreningens fond for yttre underhdll avsattes enligt stadgar 679 200
Balanseras i ny rakning -21 204 556
Totalt -20 525 356
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Bostadsrattsféreningen Sjoboden
769609-9378
Utkast fran Aprisa

(X} °
Resultatrakning

Not 2020-09-01 2019-09-01

2021-08-31 2020-08-31

RORELSEINTAKTER
Nettoomsdéttning ! 11 640 829 11 525 694
Ovriga rérelseintakter 2 69 198 120 049
Summa Rorelseintakter 11 710 027 11 645743
RORELSEKOSTNADER
Driftkostnader 3 -15079 205 -18 164 432
Ovriga externa kostnader 4 -431 841 -506 322
Personalkostnader 5 -394 260 -390 229
Avskrivningar 6 -2 720 529 -2 558 192
Summa Rorelsekostnader -18 625 835 -21 619175
RORELSERESULTAT -6 915808 -9 973 432
FINANSIELLA POSTER
Ovriga rénteintékter och liknande resultatposter 7 42 -2 184
Rantekostnader och liknande resultatposter 8 -572 302 -872 962
Summa Finansiella poster -572 260 -875 146
RESULTAT EFTER FINANSIELLA POSTER -7 488 068 -10 848 578
RESULTAT FORE SKATT -7 488 068 -10 848 578
ARETS RESULTAT -7 488 068 -10 848 578
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Bostadsrattsfoéreningen Sjoboden
769609-9378

Utkast fran Aprisa

[X) °
Balansrakning
TILLGANGAR Not 2021-08-31 2020-08-31
ANLAGGNINGSTILLGANGAR
Materiella anléggningstillgangar
Byggnader och mark 9 182719 910 182 848 296
Inventarier, verktyg och installationer 10 76 631 100 594
PAgdende nyanlaggningar 0 0
Summa materiella anldggningstillgangar 182 796 541 182 948 890
SUMMA ANLAGGNINGSTILLGANGAR 182 796 541 182 948 890
OMSATININGSTILLGANGAR
Kortfristiga fordringar
Avgifts- och hyresfordringar 12 831 19 481
Ovriga fordringar 8 008 673
Forutbetalda kostnader och upplupna intékter 11 396 797 477 826
Summa kortfristiga fordringar 417 636 497 980
Kassa och bank
Kassa och bank 4063757 15100 497
Summa kassa och bank 4063 757 15 100 497
SUMMA OMSATTNINGSTILLGANGAR 4 481 393 15 598 477
SUMMA TILLGANGAR 187 277 934 198 547 367
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Bostadsrattsfoéreningen Sjoboden
769609-9378

Utkast fran Aprisa

[ X) °
Balansrakning
EGET KAPITAL OCH SKULDER Not 2021-08-31 2020-08-31
EGET KAPITAL
Bundet eget kapital
Medlemsinsatser 113 954 009 113 954 009
Fond for yttre underhall 775922 3496722
Summa bundet eget kapital 114 729 931 117 450 731
Fritt eget kapital
Balanserat resultat -13 037 288 -4 909 511
Arets resultat -7 488 068 -10 848 578
Summa fritt eget kapital -20 525 356 -15 758 089
SUMMA EGET KAPITAL 94 204 575 101 692 642
Langfristiga skulder
Skulder fill kreditinstitut 12 90 094 000 93 500 000
Summa langfristiga skulder 90 094 000 93 500 000
Kortfristiga skulder
Leverantorsskulder 1213883 1654919
Skatteskulder 27 683 30 538
Ovriga skulder 398 557 434 471
Upplupna kostnader och férutbetalda intékter 13 1 339 236 1234797
Summa kortfristiga skulder 2 979 359 3354725
SUMMA EGET KAPITAL OCH SKULDER 187 277 934 198 547 367
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Noter

Redovisningsprinciper

Bostadsrattsféreningen Sjoboden
769609-9378
Utkast fran Aprisa

Arsredovisningen &r uppréttad i enlighet med drsredovisningslagen och Bokféringsnédmndens allmdnna
rad (BFNAR 2016:10) om arsredovisning i mindre féretag.

Avskrivning
Tilldmpade avskrivningstider:

Anldggningstillgdng Nyttiandeperiod (dr) Avskrivning (%)
Byggnad 200 0.5
Markanldggning 33 3,3
Maskiner och inventarier 5 20
Forbattringsarbeten 10-35 2,5-10
Not 1. Neftoomsattning 2020/2021 2019/2020
Arsavgifter
Bost&der 5536 980 5531325
Ovriga rsavgifter 0 -3 000
5536 980 5528 325
Hyresintakter
Bostader 589 177 592 984
Lokaler 3838775 3754197
Fastighetsskatt 241 987 292 121
Forrad 4200 0
Garage och p-platser 1 075 360 984 855
5749 499 5624 157
Ovriga intakter
Debiterade elkostnader 2 400 2 400
Debiterade varmekostnader 13 452 13 452
Branslekostnader 447 655 454710
Ovriga avgifts- och hyresbortfall -109 368 -132 189
Ovriga intékter 211 34 839
354 350 373212
Totalt nettoomsattning 11 640 829 11 525 694
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Bostadsrattsféreningen Sjoboden
769609-9378
Utkast fran Aprisa

Not 2. Ovriga rorelseintdkter 2020/2021 2019/2020
Ovriga rérelseintdkter
Avgift andrahandsupplételse 17 408 34 475
Vidarefakturerade kostnader 5101 0
Statligt stéd Covid-19 17 799 60 441
Ovriga erséttningar och intékter 28 890 25133
69 198 120 049
Totalt 6vriga rorelseintdkter 69198 120 049
Not 3. Driftkostnader 2020/2021 2019/2020
Taxebundna kostnader
Fastighetsel 369 256 433 959
Uppvarmning 816 741 1360514
Vatten och aviopp 336 643 388 941
Soph&mtning 255077 232 224
1777 717 2415 638
Funktionell anldggningsservice
Sotning 0 11 921
Obligatorisk ventilationskontroll, OVK 0 22 365
Service ventilation 15012 15012
Grundavtal hiss 21 279 7197
Hissbesikining 3354 4 949
Obligatoriska service- och besiktningskostnader 13 667 5808
Energideklaration 0 15779
53 312 83 030
Kopta tjanster
Grovsopor/atervinning 50 609 32125
Fastighetsskdtsel 305139 287 948
Fastighetsskotsel exira 9 060 23796
Fastighetsstad 243 400 183811
Fastighetsstdd extra 5960 14130
Tradgdrdsskotsel 54165 67 706
Sndéréjning/sandning 117 750 117 750
786 083 727 265
Distribuerade servicetjanster
Bredband 44 651 47 480
v 37 582 35 849
82 233 83 329
Ovriga driftkostnader
F&rsakring 351216 329 804
Fastighetsavgift/fastighetsskatt 457 628 447 141
Férbrukningsmaterial 7 751 28 402
Férbrukningsinventarier 24 700 33 399
841 295 838 746
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Reparationer

Terasser
Ventilation sjalvdrag

Reparation och underhaill

Reparation och underhaill
Portar och 1ds
Trapphus

Hiss

Tvattstuga

Lokaler
Hyresldgenheter
Garage och p-platser
El

Uppvarmning

VVS

Ventilation
Gard/trédgard
Material

Totalt driftkostnader

Bostadsrattsféreningen Sjoboden
769609-9378
Utkast fran Aprisa

8 495 233
0

8 495 233

1213925
14375

0

25053

8 963
95165
17 251

71 831
201 634
3 438
198 956
1170 622
0

22118

3 043 332
15 079 205

12 969 048
3885

12 972 933

57 152
181 953
6 594
21134
1375
141 472
62 227
97 073
74 573
0

244 598
30 524
71 591
53 227

1043 491
18 164 432
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Bostadsrattsféreningen Sjoboden
769609-9378
Utkast fran Aprisa

Not 4. Ovriga externa kostnader 2020/2021 2019/2020
Styrelsen
Féreningsstmma 0 7 536
Medlems- och foreningsavgifter
Medlems- och féreningsavgifter 18 082 13616
Ekonomisk forvaltning
Arvode ekonomisk férvalining 207 847 206 377
Extra ekonomisk férvaltning 5 403 6 024
213 250 212 402
Revision
Revisionsarvode 27 194 34159
Kommunikation
Webbsida 1222 5177
Telefon 10 063 6 828
11 284 12 005
Avriga kostnader
Mdklararvode 45000 42 300
Konsultarvode 14125 5594
Bankkostnader 16 608 16 702
Inkassokostnader 379 1 060
Ovriga administrativa kostnader 7 982 8147
Féreningsomkostnader 3756 21987
Ovriga kostnader 74182 130 816
162 031 226 605
Totalt 6vriga externa kostnader 431 841 506 322
Not 5. Personalkostnader 2020/2021 2019/2020
Styrelsen
Styrelsearvode 300 000 300 000
Sociala kostnader 94 260 90 229
394 260 390 229
Totalt personalkostnader 394 260 390 229
Not 6. Avskrivningar 2020/2021 2019/2020
Avskrivningar
Byggnader och markanlédggningar 2 681 668 2515128
Inventarier och installationer 38 861 43 064
2720 529 2 558 192
Totalt avskrivningar 2720 529 2558 192
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Bostadsrattsféreningen Sjoboden
769609-9378
Utkast fran Aprisa

Not 7. Ovriga ranteintékter och liknande resultatposter 2020/2021 2019/2020
Ovriga rénteintdkter och liknande resultatposter
Ovriga rénteintékter 42 -2184
Totalt 6vriga ranteintdkter och liknande resultatposter 42 -2184
Not 8. Rantekostnader och liknande resultatposter 2020/2021 2019/2020
Rantekostnader och liknande resultatposter
Rantekostnader I&ngfristiga skulder 572 302 872 495
Ovriga finansiella kostnader 0 267
572 302 872762
Totalt rantekostnader och liknande resultatposter 572 302 872762
Not 9. Byggnader och mark 2021-08-31 2020-08-31
Ackumulerade anskaffningsvdrden
Ing&ende anskaffningsvarden 78 040 546 78 040 546
Anskaffningsvarde byggnad 76 030 003 76 030 003
Anskaffningsvarde mark 51 300 000 51 300 000
Inkép 2 553 282 0
Utgaende anskaffningsvdrden 207 923 831 205 370 549
Ackumulerade avskrivningar
Ing&ende avskrivningar - 22522 253 -20007 125
Arets avskrivningar -2 681 668 -2515128
Utgaende avskrivningar -25 203 921 -22 522 253
Utgdende redovisat vérde 182719 910 182 848 296
Not 10. Inventarier, verktyg och installationer 2021-08-31 2020-08-31
Ackumulerade anskaffningsvdrden
Ing&ende anskaffningsvarden 475 325 460765
Inkép 14 898 61 659
Utgdende anskaffningsvdrden 490 223 522 424
Ackumulerade avskrivningar
Ing&ende avskrivningar - 374730 - 378766
Arets avskrivningar - 38 862 - 43 064
Utgdende avskrivningar -413 592 -421 830
Utgdende redovisat vérde 76 631 100 594
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Bostadsrattsféreningen Sjoboden
769609-9378
Utkast fran Aprisa

Not 11. Férutbetalda kostnader och upplupna intdkter 2021-08-31 2020-08-31
Statligt stéd Covid-19 17 799 60 441
Hisspartner 0 5298
FRUBO AB 17 248 18 260
Sundbybergs avfall och Vatten 0 40 406
Comhem AB 0 2 205
Trygg Hansa 361750 351 216
Summa 396 797 477 826
Not 12. Skulder till kreditinstitut
Villkors- Rdantesats Belopp Belopp
andringsdag  2021-08-31 2021-08-31 2020-08-31
L&n Nordea 39798257081 2022-12-21 0,59 % 24 594 000 28 000 000
L&n Nordea 397582146595 2023-06-21 0,52 % 7 000 000 7 000 000
L&n Nordea 39798278909 2023-04-19 0,48 % 11 000 000 11 000 000
L&n Nordea 39798278917 2023-04-19 0,48 % 12 500 000 12 500 000
L&n Nordea 39758211021 2023-06-21 0,52 % 23 000 000 23 000 000
Nordea 39758216368 2023-08-16 0,52 % 12 000 000 12 000 000
Summa skulder till kreditinstitut 90 094 000 93 500 000
Not 13. Upplupna kostnader och forutbetalda intdkter 2021-08-31 2020-08-31
Upplupna utgiftsrantor 87 097 87 097
Forskottsbet avgift/hyra 980 065 914717
Forskott intdkter sep 61255 61 466
Norrenergi 50 961 50726
Styrelsearvode 65710 65710
Revisionsarvode 25000 25000
Vattenfall 28 766 30 081
Telavox 897 0
Sundbyberg Avfall 60 840 0
SUEZ 721 0
FRUBO 812 0
Notos Consult AB 3920 0
Summa 1366 044 1234797
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Not 14. Stallda sakerheter

Bostadsrattsféreningen Sjoboden
769609-9378
Utkast fran Aprisa

2021-08-31 2020-08-31

Fastighetsinteckningar

Summa:
Underskrifter
den / 2021

Johan Wassberg

Tommy Sagerholm

Zakaria Kazi-Tani

Bojan Knightly

Var revisionsberdttelse har Idmnats 2021 -

Grant Thornton Sweden AB, Clas Niklasson

Auktoriserad revisor

93 514 000 93 514 000
93 514 000 93 514 000

Nicholas Sagerholm

Sara Dawidson

Mona Wennberg
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    "personGivenName" : "Nicholas",
    "email" : "nicholas@sagerholm.net"
  }, {
    "personName" : "Bojan Knightly",
    "personSurname" : "Knightly",
    "personGivenName" : "Bojan",
    "email" : "bojan.knightly@gmail.com"
  }, {
    "personName" : "Sara Dawidson",
    "personSurname" : "Dawidson",
    "personGivenName" : "Sara",
    "email" : "sara.dawidson@gmail.com"
  }, {
    "personName" : "Zakaria Kazi-Tani",
    "personSurname" : "Kazi-Tani",
    "personGivenName" : "Zakaria",
    "email" : "zack.kt@hotmail.com"
  }, {
    "personName" : "Mona Wennberg",
    "personSurname" : "Wennberg",
    "personGivenName" : "Mona",
    "email" : "monawennberg84@gmail.com"
  }, {
    "personName" : "Clas Niklasson",
    "personSurname" : "Niklasson",
    "personGivenName" : "Clas",
    "email" : "clas.niklasson@se.gt.com"
  } ],
  "time" : "2022-01-19T14:04:06.000+0100",
  "type" : "company_web",
  "user" : {
    "personName" : "Pia Wallin",
    "orgName" : "FRUBO Aktiebolag",
    "ipAddress" : "88.131.253.100",
    "orgNr" : "5564511292",
    "email" : "pia.wallin@frubo.se"
  },
  "eventId" : 11,
  "eventClass" : "agreement_created",
  "id" : "48ad9170-7928-11ec-bbe9-05c16b2edef9"
}, {
  "id" : "55423da0-7928-11ec-bbe9-05c16b2edef9",
  "time" : "2022-01-19T14:04:27.000+0100",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "pia.wallin@frubo.se"
  }, {
    "email" : "johan@rymdvarel.se"
  }, {
    "email" : "tommy@sagerholm.net"
  }, {
    "email" : "nicholas@sagerholm.net"
  }, {
    "email" : "bojan.knightly@gmail.com"
  }, {
    "email" : "sara.dawidson@gmail.com"
  }, {
    "email" : "zack.kt@hotmail.com"
  }, {
    "email" : "monawennberg84@gmail.com"
  } ]
}, {
  "id" : "36f3b630-7932-11ec-a208-b17ecd765a68",
  "time" : "2022-01-19T15:15:11.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "196.250.193.3"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Nicholas Sagerholm",
    "personSurname" : "Sagerholm",
    "personGivenName" : "Nicholas",
    "email" : "nicholas@sagerholm.net"
  }
}, {
  "id" : "202b3df0-7942-11ec-bd1a-09f042199ce2",
  "time" : "2022-01-19T17:09:05.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "196.250.193.3"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Nicholas Sagerholm",
    "personSurname" : "Sagerholm",
    "personGivenName" : "Nicholas",
    "email" : "nicholas@sagerholm.net"
  }
}, {
  "signeeInfo" : {
    "personName" : "Nicholas Sagerholm",
    "personSurname" : "Sagerholm",
    "personGivenName" : "Nicholas",
    "email" : "nicholas@sagerholm.net"
  },
  "signingMetadata" : {
    "personNr" : "197211220855",
    "personSurname" : "SAGERHOLM",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyBTasO2Ym9kZW4iIApJRDogYjM0OTgyMjAtNzkyNi0xMWVjLTg3Y2EtZDdlMjYzMzk2NWM3CkRhdHVtOiAyMDIyLTAxLTE5Cgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "237056d0-7942-11ec-a208-b17ecd765a68",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiYXJzcmVkb3Zpc25pbmdEcmFmdCAgU2rDtmJvZGVuIElJLnBkZiIKMDQ4NiBlNGFkIDFlODMgMDhmMiA0ZDEwIGM0YzUgMjQwMiA0OGY1IGE2MDUgNjdhYyBlYzhkIDM2MGMgMzgwYyBjMDRjIDMxMmMgNzg1YQotLS0tLS0tLS0t",
    "personGivenName" : "NICHOLAS",
    "startDate" : "2022-01-19T16:09:11.681+0000",
    "transactionId" : "c246816ab783629f"
  },
  "time" : "2022-01-19T17:09:35.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "196.250.193.3"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "32091060-7942-11ec-9c83-7f9efd11bf47"
}, {
  "id" : "35959280-7942-11ec-9c83-7f9efd11bf47",
  "time" : "2022-01-19T17:09:41.000+0100",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "pia.wallin@frubo.se"
  }, {
    "email" : "johan@rymdvarel.se"
  }, {
    "email" : "tommy@sagerholm.net"
  }, {
    "email" : "bojan.knightly@gmail.com"
  }, {
    "email" : "sara.dawidson@gmail.com"
  }, {
    "email" : "zack.kt@hotmail.com"
  }, {
    "email" : "monawennberg84@gmail.com"
  } ]
}, {
  "id" : "9806aee0-7942-11ec-b75a-6b54e7478c3d",
  "time" : "2022-01-19T17:12:26.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "80.216.10.177"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Zakaria Kazi-Tani",
    "personSurname" : "Kazi-Tani",
    "personGivenName" : "Zakaria",
    "email" : "zack.kt@hotmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Zakaria Kazi-Tani",
    "personSurname" : "Kazi-Tani",
    "personGivenName" : "Zakaria",
    "email" : "zack.kt@hotmail.com"
  },
  "signingMetadata" : {
    "personNr" : "199302011136",
    "personSurname" : "Kazi-Tani",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyBTasO2Ym9kZW4iIApJRDogYjM0OTgyMjAtNzkyNi0xMWVjLTg3Y2EtZDdlMjYzMzk2NWM3CkRhdHVtOiAyMDIyLTAxLTE5Cgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "bab26a60-7942-11ec-87ca-d7e2633965c7",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiYXJzcmVkb3Zpc25pbmdEcmFmdCAgU2rDtmJvZGVuIElJLnBkZiIKMDQ4NiBlNGFkIDFlODMgMDhmMiA0ZDEwIGM0YzUgMjQwMiA0OGY1IGE2MDUgNjdhYyBlYzhkIDM2MGMgMzgwYyBjMDRjIDMxMmMgNzg1YQotLS0tLS0tLS0t",
    "personGivenName" : "Zakaria Raouf",
    "startDate" : "2022-01-19T16:13:25.366+0000",
    "transactionId" : "6f2d533e61a9d038"
  },
  "time" : "2022-01-19T17:13:40.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "80.216.10.177"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "c3dd1090-7942-11ec-9c83-7f9efd11bf47"
}, {
  "id" : "c76a7d10-7942-11ec-9c83-7f9efd11bf47",
  "time" : "2022-01-19T17:13:46.000+0100",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "pia.wallin@frubo.se"
  }, {
    "email" : "johan@rymdvarel.se"
  }, {
    "email" : "tommy@sagerholm.net"
  }, {
    "email" : "nicholas@sagerholm.net"
  }, {
    "email" : "bojan.knightly@gmail.com"
  }, {
    "email" : "sara.dawidson@gmail.com"
  }, {
    "email" : "monawennberg84@gmail.com"
  } ]
}, {
  "id" : "5e1e3de0-7944-11ec-b75a-6b54e7478c3d",
  "time" : "2022-01-19T17:25:08.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "80.216.66.19"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Tommy Sagerholm",
    "personSurname" : "Sagerholm",
    "personGivenName" : "Tommy",
    "email" : "tommy@sagerholm.net"
  }
}, {
  "id" : "93041ca0-7944-11ec-87ca-d7e2633965c7",
  "time" : "2022-01-19T17:26:37.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "80.216.66.19"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Tommy Sagerholm",
    "personSurname" : "Sagerholm",
    "personGivenName" : "Tommy",
    "email" : "tommy@sagerholm.net"
  }
}, {
  "id" : "bf9c6ec0-7944-11ec-a208-b17ecd765a68",
  "time" : "2022-01-19T17:27:52.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "80.216.66.19"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Tommy Sagerholm",
    "personSurname" : "Sagerholm",
    "personGivenName" : "Tommy",
    "email" : "tommy@sagerholm.net"
  }
}, {
  "signeeInfo" : {
    "personName" : "Tommy Sagerholm",
    "personSurname" : "Sagerholm",
    "personGivenName" : "Tommy",
    "email" : "tommy@sagerholm.net"
  },
  "signingMetadata" : {
    "personNr" : "196910261418",
    "personSurname" : "SAGERHOLM",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyBTasO2Ym9kZW4iIApJRDogYjM0OTgyMjAtNzkyNi0xMWVjLTg3Y2EtZDdlMjYzMzk2NWM3CkRhdHVtOiAyMDIyLTAxLTE5Cgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid-otherunit",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "0d74b760-7945-11ec-bbe9-05c16b2edef9",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiYXJzcmVkb3Zpc25pbmdEcmFmdCAgU2rDtmJvZGVuIElJLnBkZiIKMDQ4NiBlNGFkIDFlODMgMDhmMiA0ZDEwIGM0YzUgMjQwMiA0OGY1IGE2MDUgNjdhYyBlYzhkIDM2MGMgMzgwYyBjMDRjIDMxMmMgNzg1YQotLS0tLS0tLS0t",
    "personGivenName" : "TOMMY",
    "startDate" : "2022-01-19T16:30:03.257+0000",
    "transactionId" : "c3ca1b8b8e7f0ef0"
  },
  "time" : "2022-01-19T17:30:24.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "80.216.66.19"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "1a3cf6b0-7945-11ec-a208-b17ecd765a68"
}, {
  "id" : "1e5da280-7945-11ec-a208-b17ecd765a68",
  "time" : "2022-01-19T17:30:31.000+0100",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "pia.wallin@frubo.se"
  }, {
    "email" : "johan@rymdvarel.se"
  }, {
    "email" : "nicholas@sagerholm.net"
  }, {
    "email" : "bojan.knightly@gmail.com"
  }, {
    "email" : "sara.dawidson@gmail.com"
  }, {
    "email" : "zack.kt@hotmail.com"
  }, {
    "email" : "monawennberg84@gmail.com"
  } ]
}, {
  "id" : "5df93770-7949-11ec-a208-b17ecd765a68",
  "time" : "2022-01-19T18:00:55.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "80.216.72.205"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Sara Dawidson",
    "personSurname" : "Dawidson",
    "personGivenName" : "Sara",
    "email" : "sara.dawidson@gmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Sara Dawidson",
    "personSurname" : "Dawidson",
    "personGivenName" : "Sara",
    "email" : "sara.dawidson@gmail.com"
  },
  "signingMetadata" : {
    "personNr" : "198710292445",
    "personSurname" : "DAWIDSON",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyBTasO2Ym9kZW4iIApJRDogYjM0OTgyMjAtNzkyNi0xMWVjLTg3Y2EtZDdlMjYzMzk2NWM3CkRhdHVtOiAyMDIyLTAxLTE5Cgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "62b58700-7949-11ec-bd1a-09f042199ce2",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiYXJzcmVkb3Zpc25pbmdEcmFmdCAgU2rDtmJvZGVuIElJLnBkZiIKMDQ4NiBlNGFkIDFlODMgMDhmMiA0ZDEwIGM0YzUgMjQwMiA0OGY1IGE2MDUgNjdhYyBlYzhkIDM2MGMgMzgwYyBjMDRjIDMxMmMgNzg1YQotLS0tLS0tLS0t",
    "personGivenName" : "SARA",
    "startDate" : "2022-01-19T17:01:04.217+0000",
    "transactionId" : "07e3cf33f3750b5a"
  },
  "time" : "2022-01-19T18:01:15.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "80.216.72.205"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "69f218d0-7949-11ec-9c83-7f9efd11bf47"
}, {
  "id" : "6d8e7970-7949-11ec-9c83-7f9efd11bf47",
  "time" : "2022-01-19T18:01:21.000+0100",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "pia.wallin@frubo.se"
  }, {
    "email" : "johan@rymdvarel.se"
  }, {
    "email" : "tommy@sagerholm.net"
  }, {
    "email" : "nicholas@sagerholm.net"
  }, {
    "email" : "bojan.knightly@gmail.com"
  }, {
    "email" : "zack.kt@hotmail.com"
  }, {
    "email" : "monawennberg84@gmail.com"
  } ]
}, {
  "id" : "c20b8b40-794a-11ec-b75a-6b54e7478c3d",
  "time" : "2022-01-19T18:10:53.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "213.112.113.189"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Bojan Knightly",
    "personSurname" : "Knightly",
    "personGivenName" : "Bojan",
    "email" : "bojan.knightly@gmail.com"
  }
}, {
  "id" : "dcf139a0-794a-11ec-9c83-7f9efd11bf47",
  "time" : "2022-01-19T18:11:38.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "213.112.113.189"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Bojan Knightly",
    "personSurname" : "Knightly",
    "personGivenName" : "Bojan",
    "email" : "bojan.knightly@gmail.com"
  }
}, {
  "id" : "e03dcc90-794a-11ec-9c83-7f9efd11bf47",
  "time" : "2022-01-19T18:11:43.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "213.112.113.189"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Bojan Knightly",
    "personSurname" : "Knightly",
    "personGivenName" : "Bojan",
    "email" : "bojan.knightly@gmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Bojan Knightly",
    "personSurname" : "Knightly",
    "personGivenName" : "Bojan",
    "email" : "bojan.knightly@gmail.com"
  },
  "signingMetadata" : {
    "personNr" : "198007251898",
    "personSurname" : "KNIGHTLY",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyBTasO2Ym9kZW4iIApJRDogYjM0OTgyMjAtNzkyNi0xMWVjLTg3Y2EtZDdlMjYzMzk2NWM3CkRhdHVtOiAyMDIyLTAxLTE5Cgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "e3918b70-794a-11ec-bbe9-05c16b2edef9",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiYXJzcmVkb3Zpc25pbmdEcmFmdCAgU2rDtmJvZGVuIElJLnBkZiIKMDQ4NiBlNGFkIDFlODMgMDhmMiA0ZDEwIGM0YzUgMjQwMiA0OGY1IGE2MDUgNjdhYyBlYzhkIDM2MGMgMzgwYyBjMDRjIDMxMmMgNzg1YQotLS0tLS0tLS0t",
    "personGivenName" : "BOJAN",
    "startDate" : "2022-01-19T17:11:49.892+0000",
    "transactionId" : "3735bb01cf9eaaf8"
  },
  "time" : "2022-01-19T18:11:58.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "213.112.113.189"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "e8f9d270-794a-11ec-a208-b17ecd765a68"
}, {
  "id" : "ec7e8c60-794a-11ec-a208-b17ecd765a68",
  "time" : "2022-01-19T18:12:04.000+0100",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "pia.wallin@frubo.se"
  }, {
    "email" : "johan@rymdvarel.se"
  }, {
    "email" : "tommy@sagerholm.net"
  }, {
    "email" : "nicholas@sagerholm.net"
  }, {
    "email" : "sara.dawidson@gmail.com"
  }, {
    "email" : "zack.kt@hotmail.com"
  }, {
    "email" : "monawennberg84@gmail.com"
  } ]
}, {
  "id" : "538a6590-7956-11ec-9c83-7f9efd11bf47",
  "time" : "2022-01-19T19:33:41.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "212.85.91.112"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Johan Wassberg",
    "personSurname" : "Wassberg",
    "personGivenName" : "Johan",
    "email" : "johan@rymdvarel.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Johan Wassberg",
    "personSurname" : "Wassberg",
    "personGivenName" : "Johan",
    "email" : "johan@rymdvarel.se"
  },
  "signingMetadata" : {
    "personNr" : "198610210331",
    "personSurname" : "WASSBERG",
    "tbs" : "SSBzaWduOiAiw4Vyc3JlZG92aXNuaW5nIFNqw7Zib2RlbiIgCklEOiBiMzQ5ODIyMC03OTI2LTExZWMtODdjYS1kN2UyNjMzOTY1YzcKRGF0ZTogMTkvMDEvMjAyMgoK",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid-otherunit",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "54ca86b0-7956-11ec-87ca-d7e2633965c7",
    "tbsHidden" : "LS0tLS0tLS0tLQpDb250ZW50OgoKImFyc3JlZG92aXNuaW5nRHJhZnQgIFNqw7Zib2RlbiBJSS5wZGYiCjA0ODYgZTRhZCAxZTgzIDA4ZjIgNGQxMCBjNGM1IDI0MDIgNDhmNSBhNjA1IDY3YWMgZWM4ZCAzNjBjIDM4MGMgYzA0YyAzMTJjIDc4NWEKLS0tLS0tLS0tLQ==",
    "personGivenName" : "JOHAN",
    "startDate" : "2022-01-19T18:33:44.280+0000",
    "transactionId" : "0f58ea169a3e556b"
  },
  "time" : "2022-01-19T19:34:03.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "212.85.91.112"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "6051ba80-7956-11ec-87ca-d7e2633965c7"
}, {
  "id" : "64200090-7956-11ec-87ca-d7e2633965c7",
  "time" : "2022-01-19T19:34:09.000+0100",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "pia.wallin@frubo.se"
  }, {
    "email" : "tommy@sagerholm.net"
  }, {
    "email" : "nicholas@sagerholm.net"
  }, {
    "email" : "bojan.knightly@gmail.com"
  }, {
    "email" : "sara.dawidson@gmail.com"
  }, {
    "email" : "zack.kt@hotmail.com"
  }, {
    "email" : "monawennberg84@gmail.com"
  } ]
}, {
  "id" : "195cef20-79c2-11ec-bbe9-05c16b2edef9",
  "time" : "2022-01-20T08:25:09.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "80.216.24.44"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Mona Wennberg",
    "personSurname" : "Wennberg",
    "personGivenName" : "Mona",
    "email" : "monawennberg84@gmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Mona Wennberg",
    "personSurname" : "Wennberg",
    "personGivenName" : "Mona",
    "email" : "monawennberg84@gmail.com"
  },
  "signingMetadata" : {
    "personNr" : "198408168204",
    "personSurname" : "WENNBERG BARRACLOUGH",
    "tbs" : "SSBzaWduOiAiw4Vyc3JlZG92aXNuaW5nIFNqw7Zib2RlbiIgCklEOiBiMzQ5ODIyMC03OTI2LTExZWMtODdjYS1kN2UyNjMzOTY1YzcKRGF0ZTogMTkvMDEvMjAyMgoK",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid-otherunit",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "1eaf3d20-79c2-11ec-b75a-6b54e7478c3d",
    "tbsHidden" : "LS0tLS0tLS0tLQpDb250ZW50OgoKImFyc3JlZG92aXNuaW5nRHJhZnQgIFNqw7Zib2RlbiBJSS5wZGYiCjA0ODYgZTRhZCAxZTgzIDA4ZjIgNGQxMCBjNGM1IDI0MDIgNDhmNSBhNjA1IDY3YWMgZWM4ZCAzNjBjIDM4MGMgYzA0YyAzMTJjIDc4NWEKLS0tLS0tLS0tLQ==",
    "personGivenName" : "MONA",
    "startDate" : "2022-01-20T07:25:19.171+0000",
    "transactionId" : "0165b78702914e87"
  },
  "time" : "2022-01-20T08:25:44.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "80.216.24.44"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "2e135d00-79c2-11ec-bbe9-05c16b2edef9"
}, {
  "id" : "32b45c60-79c2-11ec-bbe9-05c16b2edef9",
  "time" : "2022-01-20T08:25:52.000+0100",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "pia.wallin@frubo.se"
  }, {
    "email" : "johan@rymdvarel.se"
  }, {
    "email" : "tommy@sagerholm.net"
  }, {
    "email" : "nicholas@sagerholm.net"
  }, {
    "email" : "bojan.knightly@gmail.com"
  }, {
    "email" : "sara.dawidson@gmail.com"
  }, {
    "email" : "zack.kt@hotmail.com"
  } ]
}, {
  "id" : "32b4f8a0-79c2-11ec-bbe9-05c16b2edef9",
  "time" : "2022-01-20T08:25:52.000+0100",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "clas.niklasson@se.gt.com"
  } ]
}, {
  "id" : "c4540120-79f9-11ec-a208-b17ecd765a68",
  "time" : "2022-01-20T15:03:38.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "88.131.44.131"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Clas Niklasson",
    "personSurname" : "Niklasson",
    "personGivenName" : "Clas",
    "email" : "clas.niklasson@se.gt.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Clas Niklasson",
    "personSurname" : "Niklasson",
    "personGivenName" : "Clas",
    "email" : "clas.niklasson@se.gt.com"
  },
  "signingMetadata" : {
    "personNr" : "196406142932",
    "personSurname" : "NIKLASSON",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyBTasO2Ym9kZW4iIApJRDogYjM0OTgyMjAtNzkyNi0xMWVjLTg3Y2EtZDdlMjYzMzk2NWM3CkRhdHVtOiAyMDIyLTAxLTE5Cgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid-otherunit",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "ca3fd000-79f9-11ec-9c83-7f9efd11bf47",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiYXJzcmVkb3Zpc25pbmdEcmFmdCAgU2rDtmJvZGVuIElJLnBkZiIKMDQ4NiBlNGFkIDFlODMgMDhmMiA0ZDEwIGM0YzUgMjQwMiA0OGY1IGE2MDUgNjdhYyBlYzhkIDM2MGMgMzgwYyBjMDRjIDMxMmMgNzg1YQotLS0tLS0tLS0t",
    "personGivenName" : "CLAS",
    "startDate" : "2022-01-20T14:03:49.326+0000",
    "transactionId" : "f35cd4197995623a"
  },
  "time" : "2022-01-20T15:04:08.000+0100",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "88.131.44.131"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "d5fa21c0-79f9-11ec-87ca-d7e2633965c7"
} ]
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Purpose

This document gives an introduction to the collection of reference documentation added to each
agreement signed using Egreement’s service. In case of agreement disputes, this documents and its
referrals should be used as a handbook on how to verify agreements.

Overview

Agreement and workflow basics are introduced in this document in order to be able to understand the
reference documentation.

Glossary

Term Description

Agreement File Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.

Agreement Creator User who creates the initial agreement and add
contracting parties.

API Application Programming interface

Audit Log The log of events associated with each agreement.

CMS Cryptographic Message Syntax

Container The file which holds the agreement including all

metadata such as audit log, documentation,
verification, Etc.

Contracting Party User who is to sign an agreement.

Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com

EID Electronic identity such as a certificate or online
identity of some kind.

Hash A cryptographic hash, see Signing
JSON JavaScript Object Notation

NTP Network Time Protocol

OCSP Online Certificate Status Protocol
PKCS Public Key Cryptography Standards



https://www.egreement.com



Term Description

PKI Public Key Infrastructure
PDF Portable Document Format from Adobe Systems
Signee When a contracting party has signed an

agreement, the party becomes a signee.

TBS To Be Signed. A textual representation of an
agreement.
Verification Page(s) appended to the end of the visible part of

the agreement, summarizing agreement
information, including a timeline.

XML Extensible Markup Language

Agreement Basics

An agreement has a number of artifacts that together form an agreement:

@greement

Agreement Name

Agreement ID

Agreement files Audit log

Attachment-1 Created
Attachment-2 User 1 viewed
Attachment-3 User 1 signed

User 2 viewed

User 2 signed

Figure 1. Agreement content

* Agreement name chosen by Agreement Creator.
* Agreement ID automatically generated by Egreement’s system.
* Files of different formats, such as text or images, that form the contractual part of the agreement.

* Audit log, created by the Egreement system, keeping records of all major events that have taken





place in the process of concluding the agreement.

» Reference documentation on how Egreement manages agreement creation, signing and conclusion.
This very document is the introduction and first part of the reference documentation.

Version Properties

The following properties apply for the current version of the agreement implementation:

» Agreement File hash algorithm: SHA-256
» Agreement File hash encoding: Hex string
 Reference documents:

o Overview

o Container Format

o Signing

o Validation

Workflow

The Egreement workflow contains a number of stages.

Create agreement - Start
Add agreement files - Upload attachments
Add contracting parties - Add people who are to sign the agreement

Signature creation - All contracting parties sign the agreement

S

Download - Agreement can be downloaded (optional)

Agreement Creation

When an agreement is to be created, the user chooses a name for the agreement and an ID is
automatically generated.

Agreement Files

An agreement file is a part of the agreement. The file can be of any format. If the file format can be
presented by the Egreement software, a visual representation will be shown to the contracting parties.





Contracting Parties

After the agreement has been set up, all contracting parties who should sign the agreement are added.

Signature Creation

The user should always sign the complete agreement including all attached files. Metadata which will
serve as proof of user consent to the agreement will be automatically added by the system, making the
agreement tamper-proof and self-contained. Each signee can choose from a set of signature methods.
The actual signature creation is handled differently depending on signing method.

In the signature workflow, a number of signees can individually sign the same agreement. The
aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing
is described in detail in Signing.

After the last signee has signed, the agreement will be concluded and therefore the process and
agreement files will be closed.

Download

It is possible to download an agreement from the system to store it offline. The downloaded agreement
is tamper-proof, as all parts of the agreement, including main file, attachments and all other artifacts,
are tied to every individual signee. Since this downloaded agreement is more than just a document, it
is referred to as a Container.

Egreement currently supports PDF as container-format which is described more in detail in Container
Format.

Logging
All actions associated with the agreement are stored in the audit log.
Dispute

In case of dispute about a signed agreement where the different signees disagree, the Validation
document describes the process how to verify the agreement’s validty.

Reference Documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.





Document name

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Cryptographic Message Syntax

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

https://www.ietf.org/rfc/rfc2630



https://www.ietf.org/rfc/rfc2630
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Purpose

This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate
agreements concluded through the Egreement application. The document describes the content,
structure and semantics of the agreement container, required to understand in order to evaluate
agreements or settle possible disputes.

Overview

An agreement in the Egreement sense is not just a single document. Instead, an agreement is a
collection of different information artifacts concerning an agreement made between one or more
contracting parties. Artifacts can be the text on which agreement parties are to agree, individual
parties’ acceptance statements, or records of the events associated with the conclusion of the
agreement. In order to store this information in a secure and self-contained manner, a Container is
needed. The container is simply a file storing all the information needed in a structured and well-
defined way.

Generic Container Structure

The container includes the following artifact types:

* Agreement File - One or more documents, or other types of files (such as images), either uploaded
by the agreement creator or provided by the Egreement application, that togehter constitute the
agreement.

* Audit Log - A log, created by the Egreement system, with recordings of all major events that have
taken place in the process of concluding the agreement.

* Reference Documentation - Documentation how Egreement manages agreement creation, signing
and closing.

* Verification - An agreement summary, including a listing of included agreement files, signees and
an extract of the audit log.

PDF Container

The container format used by Egreement is PDF. All of the listed artifact types are stored as so called
attachments in the PDF container. The reason for adding agreement artifacts as attachments is that
this makes it possible to provide traceability throughout the complete signing process. In order for a
reader to easily be able to view the contents of the agreement, a selection of the attachments is
"mirrored" to the main (visible) part of the PDF.





@greement PDF Container

— il “

Agreement File 1
Agreement File 2
Visualization of Agreement File N
Agreement File 1-N
Reference Documentation 1
Reference Documentation 2
Reference Documentation N

Audit Log I

Verification I Verification I

Figure 1. Container Overview

Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is
recommended to use the official Adobe Acrobat Reader to view Egreement PDF
containers.

Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also
note that the description field holds the artifact type of the attachment.

@ Attachments X
@ B &
Name ~ Description Modified
5 01-CarContract.pdf Agreement File-456-5654-10  29/04/16 14:25:26
i‘ 02-Carlmage.jpg Agreement File-456-5654-12 29/04/16 14:25:27
) 03-CarSound.m4a Agreement File-456-5654-13  28/04/16 14:25:27
: 04-auditlog.json Audit Log 29/04/16 14:25:27
= 05-Overview.pdf Reference Documentation 29/04/16 14:25:27
= 06-ContainerFormat.pdf Reference Documentation 29/04/16 14:25:27
5 07-Signing.pdf Reference Documentation 29/04/16 14:25:27
= 08-Validation.pdf Reference Documentation 29/04/16 14:25:27
= 09-verification.pdf Verification 29/04/16 14:25:27

Figure 2. PDF Attachments





How to Validate

The container is a valid PDF agreement if it holds the artifacts defined above.

Container Content

Agreement File

Artifact type: Agreement file

Agreement files are the parts of the agreement which the agreement creator uploads or selects to be
included. These could be documents, forms, images or virtually any type of file. Furthermore,
agreement files can be divided into two categories, agreement files possible to visualize and non-
possible to visualize.

Agreement Files Possible to Visualize

Files possible to visualize, are added as attachments to the container just as all other artifact types, but
they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view
the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,
image-type files and text files.

Agreement Files Non-Possible to Visualize

Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,
though it is represented with name, size and hash of the file. These file types are typically technically
hard or impossible to create a visual representation of, e.g. a sound file or a video file.

How to Validate

To understand what has been agreed and to establish if there is a dispute or if the disagreement
between the contracting parties is actually covered by the agreement, please read and understand the
actual content of the agreement.

Audit Log

Artifact type: Audit log

The audit log attachment is a well-defined, JSON formatted, document presenting all the important
events that have occurred from when the agreement was created until the agreement was closed.
Refer to the "Workflow" chapter in Overview for more details.

The following audit log entry types are defined:





* Agreement Created

* Agreement Viewed

* Agreement Signed

* Agreement Rejected

* Agreement ExpireOn Changed

* Message Sent

The different log entry types are described in detail below.

Common Structures
All log entry types share common information that is included in every log entry logged.

Table 1. Common Attributes

Parameter name Parameter value example(s)  Description

time 2016-03-21T10:03:28.010+0000  Time when the entry was logged
as yyyy-MM-dd'T'HH:mm:ss.SSSZ.

id 540431, 1e8f69a4-07c1-11e8- An ID of this particular event

ba89-0ed5f89f718b (can either be a numeric long

value or Time based UUID).

event(lass agreement_created Name of the type, as listed
below.

eventld 10 Each type includes a set of IDs.

See respective log entry type
description for details.

userInfo See UserInfo Information about a user.

UserInfo

The UserInfo structure holds information about the user triggering an event, users being contracting
parties of an agreement as well as other users. Note that only a subset of the parameters is included,
depending on the situation where the UserInfo structure is used.

Table 2. UserInfo

Parameter name Parameter value example(s)  Description

ipAddress 212.94.55.131 The IP address of the user.

email Jjohn@example.org The user’s email address.

personNr 19550505-1234 (Sweden), The user’s personal identity
220750-999Y (Finland) number.



https://en.wikipedia.org/wiki/Universally_unique_identifier



Parameter name Parameter value example(s)  Description

personName John Smith The first and last name of the
user.

personGivenName John The first name of the user.

personSurname Smith The last name of the user.

orghr 551234-1234 The organization number of the

organization on behalf of which
the user is operating.

orghame Acme AB The organization name of the
organization on behalf of which
the user is operating.

AgreementFileInfo

The AgreementFilelnfo structure holds information about an agreement file, e.g. a PDF uploaded by the
user. See Agreement File.

Table 3. AgreementFileInfo

Parameter name Parameter value example(s)  Description
fileld 6572354654, 75928ba0-2369- The system generated ID of the
11e8-b467-0ed5f89f718b agreement file (can either be a

numeric long value or Time
based UUID).

fileName MyEmployeeAgreement.pdf The user defined name of the
agreement file.

fileMimetype application/pdf The agreement file mime type.

fileSize 42253 The size, in bytes, of the

agreement file.

fileHash 3d7c514b...66b786a4 The hash of the agreement file,
encoded as a hex string.

How to Validate

See Validation how to validate the entire audit log.

Agreement Created

This event is logged when the agreement is created. This is always the first log entry for each
agreement, i.e. no events can take place before this event has occurred.

* EventClass: agreement_created



https://en.wikipedia.org/wiki/Universally_unique_identifier

https://en.wikipedia.org/wiki/Universally_unique_identifier



* Eventld:

> 10: When a private user creates an agreement using the web application.

> 11: When a company user creates an agreement using the web application.

o 12: Agreement created using the APIL

Table 4. Agreement Created Specific Information

Parameter name Parameter value example(s)

agreementName MyEmployeeAgreement

agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b

agreementVersion 1.15

agreementlocale sv_SE

signees List of UserInfo

agreementFiles List of AgreementFileInfo

How to Validate

Description

User specified name of the
agreement.

System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).

Version of the agreement
container format.

Locale of the agreement
container.

A listing of the signees defined
as parties in the agreement.

A listing of the agreement files
included in the agreement.

Validating this audit entry requires a number of steps all documented below.

EventTypeld Validation

Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.

Table 5. EventType effect on UserInfo

Type How to validate UserInfo

10
11
12

Agreement Metadata

All metadata parameters must be validated according to table below.

Table 6. Agreement Created Metadata Verification

orgNr and orgName must not be set
personNr, orgNr and orgName must be set

orgNr and orgName must be set



https://en.wikipedia.org/wiki/Universally_unique_identifier
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Parameter name How to validate

agreementName Must be present

agreementId Must be present

agreementVersion Must be less than or equal to 1.15
agreementlocale If present, Must be a valid locale and container

verification page must be in this language
signees See Signees Validation

agreementFiles See Agreement File Validation

Agreement File Validation

Validate that all Agreement File are the correct ones, that they are included, and that there are no
additional files than the ones listed in the audit log.

Audit Log

Check all agreement files in this audit entry and verify that they all exist in the container. Do this by
identifying the attachment by the ID and name stated in the audit entry.

Attachments

Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and
make sure that they are all listed in the create agreement audit entry.

Check Hashsums

For each agreement file, compute the hash and check that the hash in the audit entry is correct.

Signees Validation

Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees
is equal to the number of Agreement Signed entries.

Agreement Viewed
This event is logged every time an agreement is viewed or downloaded.

* EventClass: agreement_viewed
* Eventld:
o 20: When a user views an agreement using the web application.
> 21: When a user views an agreement using a mail link.
o 22: When a user views an agreement by downloading it using the web application.

> 23: When a user views an agreement using a mail link that is protected using two-factor
authentication.





Agreement Viewed Specific Information

None

How to Validate

Check that time of entry is after Agreement Created.

Agreement Signed

This event is logged every time a user signs an agreement.

* EventClass: agreement_signed

* Eventld:

> 30: When a user signs the agreement, not being the last signee.

> 31: When a user signs the agreement as the last signee.

> 32: When a user tries to sign the agreement but signing fails.

Table 7. Agreement Signed Specific Information

Parameter name

signeelnfo

signMetadata

Table 8. SignMetadata
Parameter name

signatureMethod

signature

ocspResponse

tbs

Parameter value example
See UserInfo

See SignMetadata

Parameter value example

bankid

PD94bWwgdm...duYXR1cmU+

MIIEXg0BAK...jks3yrAUVE

SSBzaWduOiAiQ29udHJhY3QilA
pJRDogNjdkNZ2...

Description
Information about the signee.

Signing metadata produced in
the signing process.

Description

The ID of the signing method
used.

The signature, base64 encoded.
The underlying format depends
on the signature method used.

The OCSP response message,
base64 encoded. This parameter
is only included for some signing
methods.

The text being signed by the
signee using the signing method
encoded as base64. This
parameter is only included for
some signing methods and may
vary between signing methods
and localizations.





Parameter name Parameter value example Description

tbsHidden LSOtLSO0tLS0tLQpDb250ZW500g Hidden additional text also
oKImJsdWUucG... being signed, base64 encoded.
This parameter is only included
for some signing methods.

How to Validate

Check that time of entry is after Agreement Created.

EventType Validation

Table 9. EventType effect on validation

Type How to act
30 Verify as described below.
31 Verify as describe below, and once done, check

that there are no more Agreement Signed entries
in the audit log.

TBS Validation

In case of an advanced signature method, the TBS (including the hidden TBS where applicable) will be
stored as a part of SignMetadata.

For non-advanced signature methods, TBS validation is not applicable.

Signature Validation

Fetch the signature method pointed out by SigningMethod and verify the signature according to the
corresponding chapter in Signing

Signee Validation

The output from the Signature Validation should be validated according to table below.

Output type How to validate

Signature time If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.

User attributes Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.

TBS or hash of TBS If TBS validation applies, check that TBS or hash

of TBS matches the TBS from SignMetadata.





Output type How to validate

Hash algorithm If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.

Agreement Rejected
This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.

» EventClass: agreement_rejected
* Eventld:
o 40: Agreement rejected by user.
o 47: Agreement auto-rejected due to validity timeout.

o 42: Agreement withdrawn by agreement creator.

Agreement Rejected Specific Information

None

How to Validate

If one of these audit entries are found, the agreement is not a valid agreement.

Agreement ExpireOn Changed
This event is logged when the agreement expiry date is changed.

* EventClass: agreement_expire_on_changed
e Eventld:

o 80: Agreement expiry date changed by user.

Table 10. Agreement ExpireOn Changed Specific Information
Parameter name Parameter value example Description

agreementPreviousExpire0n 2016-03-21T10:03:28.010+0000  Time when agreement was
scheduled to expire as yyyy-Mm-
dd’T'HH:mm:ss.SSSZ.

agreementExpireOn 2016-03-31T10:03:28.010+0000  Time when agreement is
scheduled to expire as yyyy-Mm-
dd'T'HH:mm:ss.SSSZ.

How to Validate

Check that time of entry is after Agreement Created.
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Message Sent
A message is logged each time the system sends a mail to parties involved in the agreement.

* EventClass: message_sent
* Eventld:
> 50: Message sent due to event IDs: 10-12
> 51: Message sent due to event ID: 30.
o 52: Message sent due to event ID: 31.
> 53: Message sent due to event ID: 40.
o 54: Message sent due to event ID: 41.
o 55: Message sent when agreement is shared.
o 56: Message sent when agreement sharing is cancelled.
o 57: Message sent when agreement validity is about to expire.
o 58: Message sent as a reminder of agreement creation.

> 60: Message sent due to event ID: 20-23.

Table 11. Message Sent Specific Information
Parameter name Parameter value example Description

sentTo List of UserInfo A listing of the users to whom
the message is sent.

How to Validate

Check that time of entry is after Agreement Created.

Format

The audit log is included in the container as a JSON-formatted file.

Audit log example
[ {
"agreementId" : "160400034502",
"agreementName" : "Package patent",
"agreementVersion" : "1.15",

"agreementlLocale": "sv_SE",
"agreementFiles" : [ {
"fileSize" : "722085",
"fileId" : "4081",
"fileHash" : "01e70b3f3d48df504119a912e171df2f2533a2a8bf73d052¢c004e27bf64671a0",
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"fileMimetype" : "application/pdf",
"fileName" : "patent.pdf"

oA
"fileSize" : "180269",
"fileld" : "4082",
"fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec4b”,
"fileMimetype" : "image/png",
"fileName" : "fig1.png"

P

"signees" : [ {
"personNr" : "191111112222",

"personName" : "Alice A"

o
"personNr" : "193333334444",
"personName" : "Bob B"

Il

"id" : 778333,

“time" : "2016-04-26T16:39:30.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

i

"event(Class" : "agreement_created",

"eventId" : 10

oA
"id" : 778334,

"time" : "2016-04-26T716:39:31.000+0000",
"eventId" : 50,

"event(Class" : "message_sent",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

I

"sentTo" : [ {
"email" : "alice.a@eavtal.se",
"personName" : "Alice A"

}

oA

"signingMethod" : "bankid",

"signeeInfo" : {
"personSurname" : "B",
"personNr" : "193333334444",
"personGivenName" : "Bob",
"personName" : "Bob B"

}

igningMetadata" : {
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"ocspResponse” : "MII...z5Q==",
"startDate" : "2016-04-26T16:39:32.000+0000",
"signatureMethod" : "bankid",

"signature"” : "PD9...cmU+"

H

"id" : 778335,

"time" : "2016-04-26T716:39:43.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

¥

"event(Class" : "agreement_signed",

"eventId" : 30

F ]

Reference Documentation

Artifact type: Reference documentation

Included in the container is also the reference documentation which documents the container format,
overview and details about signing and validation, Etc.

Table 12. Reference Documentation
Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

SEID-Prosjektet Leveranse oppgave 3 - SEID-SDO - Dataobjekt for

langtidslagring og utveksling av elektroniske
signaturer, v1.01

Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Verification

Artifact type: Verification

The verification page is included as an attachment in the container, and is also mirrored to the visible
part of the container PDF. The purpose of the verification is to provide the reader with a summary of
the content of the agreement, in combination with important events that have occurred during the
agreement creation and signing process. An overview of the contents of the verification is given below.

Basic Information

Includes the most basic, and always present, information of the agreement. See Agreement Created for
more details.

* Agreement ID

* Agreement name

» Agreement version

e Creation date

Agreement Files

Lists the different files that the agreement includes. This is primarily the documents uploaded by the
user, which include agreement text and other data. See AgreementFileInfo for more details.

Each agreement file is listed with the following properties:

* Agreement file ID

» Agreement file name

* Agreement file mime type
* Agreement file size

* Agreement file hash

Signees

Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed
with the following properties:

 Signee person number ID
* Signee name

» Signee sign date
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Audit Log Extract

The verification ends with a summarizing extract from the audit log. It includes the most important
events and information from the audit log, whereas audit information that is of secondary importance
is filtered out.

Change Log

Agreement Version : 1.1

* Date of Change : 2017-02-28
* Logs

- Representation of agreement parts which are not possible to visualize are to include last
modified date along with the existing information (Name, Size, Hash).

- Layout is also changed to display the additional information vertically.
o Agreement File section of Verification page to include last modified date & time.

o ToBeSigned (TBS) text is separated into two types(visible & hidden).

Agreement Version : 1.2

» Date of Change : 2017-03-15
* Logs
o File Title is included in non visible agreement parts.

- Removed file Hash information from Attest Page and included file title

Agreement Version : 1.3

* Date of Change : 2017-06-21
* Logs

o New Signature Methods EMail signature & Email signature with OneTimePassword introduced

Agreement Version : 1.4

* Date of Change : 2018-02-01
* Logs
o Audit Events are allowed to have id as Long (number) or UUID

o New Signature Method Click signature introduced
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Agreement Version : 1.5

» Date of Change : 2018-05-31
* Logs

o Norwegian BankID is introduced

Agreement Version : 1.6

* Date of Change : 2018-07-31
* Logs

> More information about signature added on attest page

Agreement Version : 1.7

* Date of Change : 2019-01-16
* Logs

o Draw signature image added on attest page

Agreement Version : 1.8

* Date of Change : 2019-02-01
* Logs

> Message Sent for viewed event added in auditlog.json

Agreement Version : 1.9

» Date of Change : 2019-04-04
* Logs

o Agreement locale added for agreement created event in auditlog.json

Agreement Version : 1.10

* Date of Change : 2019-05-16
* Logs

- Enable rendering of txt files on visual part of the PDF.
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Agreement Version : 1.11

* Date of Change : 2019-05-14
* Logs

o Agreement expire on changed event added in auditlog.json

Agreement Version : 1.12

» Date of Change : 2020-04-20
* Logs

o Localized signing method display text on attest page & in auditlog.json

Agreement Version : 1.13

* Date of Change : 2020-10-22
* Logs

o Finnish EID is introduced

Agreement Version : 1.14

* Date of Change : 2021-08-03
* Logs

- TBS explanation is extended

Agreement Version : 1.15

* Date of Change : 2021-11-07
* Logs
o Norwegian BankID signing documentation is updated

> Norwegian BankID signing by the means of authentication is introduced

Reference Documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.





Document name

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Cryptographic Message Syntax

18

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

https://www.ietf.org/rfc/rfc2630
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Purpose

The purpose of this document is to provide deep knowledge of the signature process making it possible
to verify the signatures of agreements signed using the Egreement service.

Overview

This document describes how Egreement handles the signature process, from how to make all
agreement files tamper-proof, to how each Electronic ID (EID) provider implements its signatures.

System

For the agreement signatures to be trustworthy, it is important that a stable and high-quality system
protects the signing process.

All parts providing evidence for the signature, such as hardware, operating system and software, have
to be trusted.

Hardware

Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center
with high availability requirements, used by large banks and e-commerce companies.

Software

For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to
show when certain events occur and are an important evidence when validating an agreement.

The platform synchronizes its time over the standardized Network Time Protocol (NTP).

Electronic Signatures

An electronic signature is any electronic means that indicates either that a person adopts the contents
of an electronic message, or more broadly that the person who claims to have written a message is the
one who wrote it. Examples of electronic signatures are:

* Draw Signature - A handwritten signature drawn on a digital canvas.

» API Signature - A signature created by consuming the web service exposed by Egreement AB.

SMS Signature - A signature created by responding to an SMS with context specific content.

* Email Signature with OneTimePassword - A signature created by One Time Password(OTP) based
email service.





* Click Signature - A signature created by personalized link.

» Cryptographic Signature - A signature created using a cryptographic key.
Some types of signatures are classified as advanced electronic signatures. Such an electronic signature:

* is uniquely tied to the signatory,

* makes it possible to identify the signatory,

* is created using material only controlled by the signatory and

* is tied to the signed data in such way that any changes can be detected.

Electronic signatures based on PKI, such as the Swedish BankID and Norwegian BankID, provide
advanced electronic signatures.

Cryptography

Cryptography is a central part of many signature solutions, for example to provide tamper-proof
agreement files.

The following chapters introduce some concepts needed to understand cryptography based signatures.

Cryptographic Hash Functions

A cryptographic hash function is any function that can be used to map data of arbitrary size to data of
fixed size where it is practically impossible to find two pieces of input that produces the same hash
value. It is a one way transformation that produces the same result every time. The result is called a
hash and since it is a one way function, it is not possible to re-create the input behind a hash.

Examples on hash functions are:

* SHA.2
* RIPEMD
* Whirlpool

Asymmetric Encryption

In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric
encryption. The difference between them is that the symmetric encryption uses one single key for both
encryption and decryption, while asymmetric uses one key for encryption and another for decryption.
The fact that there are two keys can also be used for creating signatures and serves as a base for many
types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure
(PKD).





Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only
key that can decrypt the crypto text is the other key belonging to the pair. One key is private and
should not be shared with anyone, the other is public and is used to verify signatures created with the
private key.

Examples on asymmetric keys are:

* RSA
* DSA

Digital Signatures

When signing using asymmetric keys, the signature result is called a raw signature and is just a binary
blob of a specific size, without any information at all. In order for the signature to be used in a
distributed environment, there is a need to add information on who signed the blob, what was signed
and so on.

The combination of metadata and the raw signature is called a digital signature. Some information is
optional:

 Signature time

X.509 Signature Certificate

X.509 CA Certificates (who issued the X.509 Signature Certificate)
* Signature text (TBS)

* Hash algorithms used

« Signature algorithm used

* The raw signature
Examples on digital signature formats are:

* CadES/CMS/PKCS#7
* XAdES

Signing
To sign an agreement a number of actions need to be executed:

* Create text representation of agreement

* Create digital signature





Create text representation

For advanced electronic signatures, where the agreement contents is logically tied to the created
signature, the text needs to be prepared in order to suit the signing method used. The textual
representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text
that is to be digitally signed. For the whole agreement to be tamper-proof, the agreement metadata
with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.
It is not possible to sign the actual agreements, since there is a risk that the agreement files are too
large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and
create a representation of it.

For non-advanced signatures, where the agreement contents is not directly tied to the signature, the
above preparation is normally not needed.

Digital signature clients allow us to send two different types of TBS. They are:

* Visible TBS
* Hidden TBS - Swedish BankID only

Visible TBS

TBS text that is exposed to the signatories by the digital signature clients. General information about
the Agreement is supplied to digital signature clients as a visible TBS. As the TBS will be different
between signing clients and also have different localizations it will be saved together with the digital
signature. In cases where hidden TBS is not supported, the visible TBS will contain information that
otherwise would be in the hidden TBS. Where the TBS has length restrictions due to technical reasons,
the hash may be base64 encoded (trailing = characters being omitted) and the hash may be calculated
as if the ordered agreement files were a single file.

Example

I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016

Hidden TBS

TBS text that is hidden from the signatories by the digital signature clients. Agreement content is
reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients
as a hidden TBS. This is currently only supported for Swedish BankID.

Example





Content:

"Contract"
1103 b497 984e 433c 38d4 fdef 775 33ad Ocef 8c@7 9995 5b37 7c8e eddf 66f7 de73

"Codes of conduct"
2c¢f9 688d c483 2085 1112 6120 9001 58b2 ab2e 62b1 afd5 acch ebbb 5134 c7a4 9012

Create Digital Signature

For advanced electronic signatures, the cryptographic signature is created by applying the private key
from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset
is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods
describes all methods supported.

For non-advanced signatures, signature creation will vary depending on the method.

Signature Methods

Currently, the following signing methods are supported:

» Swedish BankID (advanced electronic signature)

* Norwegian BankID (advanced electronic signature and authentication)
* Finnish strong identification

* Draw Signature

* API Signature

* SMS Signature

* Email Signature with OneTimePassword

* Click Signature

These are described in detail below.

Swedish BankID

Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is
owned by a number of large swedish banks.

It is a PKI based solution with support for file based tokens as well as smart cards, supported on a
number of platforms for desktop and mobile.





Signature format

The BanKkID client produces an XML Digital Signature as specified in BankID Signature profile.

Audit log
Each signature transaction provides information used in user interface and audit logging:

* personNr - In the form of a Swedish personal identity number.
* personSurname - Surname in capital letters.

* personGivenName - Given name in capital letters.

* startDate - Date when signing was started.

* signatureMethod - Will be bankid or bankid-otherunit.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed, base64 encoded.

* tbsHidden - Hidden data being signed, base64 encoded.

How to validate
Validate the signature according to BankID Signature profile.

Output from validation to provide to Signee Validation in Container Format is:

» User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the
signature.

» Hashed TBS.
* TBS Hash algorithm.

Norwegian BankID - advanced electronic signature

Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.

It is a PKI based solution that uses a one time password in combination with a personal password,
supported on a number of platforms for desktop and mobile.

Signature format

The BankID client produces a detached PKCS#7/CMS signature as specified in Cryptographic Message
Syntax, where the detached data being signed is the TBS.





Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.

 personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

* signatureAction - Will be signature.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed in the detached PKCS#7 signature, base64 encoded.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:

» User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7
signature.

* Hashed TBS
* Hash algorithm

Norwegian BankID - authentication

Authentication based signing is also provided by the means of Norwegian BankID.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.





personDateOfBirth - Date of birth for the person.

startDate - Date when signing was started.

signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

signatureAction - Will be authentication.

transactionld - Transaction ID from backend system.

How to validate

As an authentication alone does not digitally sign the agreement content, the person details such as
given name, surname and date of birth must be compared with the requested signee.

Finnish strong identification

Strong identification broker services are provided by Telia Finland for banks and mobile operators in
the Finnish Trust Network ("FTN").

Identity format
Telia produces a signed JWT which contains information about the person.

Table 1. Signed Attributes

Attribute Name Attribute Value

urn:oid:1.2.246.21 Social security number / personal identity code /

HeTu - henkilotunnus

urn:oid:2.16.840.1.113730.3.1.241 Full name
urn:oid:2.5.4.4 Surname
urn:oid:1.2.246.575.1.14 Given name

More information can be found in Telia Tunnistus.

Audit log
Each signature transaction provides information used in user interface and audit logging:

* personNr - Finnish personal identity code.
* personSurname - Surname

* personGivenName - Given name

startDate - Date when signing was started.

signatureMethod - Will be eid-fi.

transactionld - Transaction ID from backend system.





* signature - Signed JWT (from Telia).
* publicKey - Public key (JWK) for the signed JWT (from Telia).

How to validate

The signed JWT can be verified using the public key.

Draw Signature

The draw signature signing method is an electronic counterpart to traditional handwritten signatures.
Using draw signature, the end user draws a signature on a web canvas. The signing method is not
classified as an advanced electronic signature in that it does not tie the user to the contents signed and
does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic
signatures are not required.

Signature format

The signature is represented as an SVG/PNG image.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be draw-signature.

* signature - The SVG or PNG image, base64 encoded.

 signatureContentType - The content type of signature eg. image/svg, image/png.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. Also, as the case of traditional handwritten signatures where
there are no formal requirements placed, ocular comparison does not add to trustworthiness.

API Signature

The API Signature is an electronic signature which is done by consuming the web service exposed by
Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web
service. Using this method, user can also send the timestamp of actual time when the sign event took
place. This signing method is not classified as an advanced electronic signature in that it does not tie





the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in
use cases where advanced electronic signatures are not required.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

¢ personNr - In the form of a swedish personal number.

e personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be api-signature.

* signedOn - Time at which the agreement was actually signed (stated by user)

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature.

SMS Signature

SMS Signature is an electronic signature created by responding to an SMS with context specific
content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered
mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP
Number is generated by TOTP algorithm by hashing the current time along with the agreement
information. OTP can be regenerated and verified by the same logic provided the given time &
agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no of the signee.

* timestamp - Date when signing was started.

» agreementName - Name of the agreeement.

* signatureMethod - Will be sms-signature.

OTP - One Time Password.

How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
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(agreementName, mobile, timestamp).

* HASHLG : Use SHA-256 algorithm to generate hash of the given input.
* hash (array): HASHLG( agreementName + mobile + timestamp)
* random (function): hash[ ${param1} ] & ${param2} << ${param3}
* otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

» Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Email Signature with OneTimePassword

Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)
based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to
the registered email address of the signee. The Signee has to submit the OTP in order to sign the
agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with
the agreement information. OTP can be regenerated and verified by the same logic, provided the given
time & agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.

* timestamp - Date when signing was started.

» agreementName - Name of the agreeement.

* signatureMethod - Will be email-signature.

OTP - One Time Password.

How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, email, timestamp).

* HASHLG : Use SHA-256 algorithm to generate hash of the given input.

* hash (array): HASHLG( agreementName + email + timestamp)
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* random (function): hash[ ${param1} ] & ${param2} << ${param3}
* otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

» Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Click Signature

Click signature is an electronic signature created by using a personalized link. The personalized link
can be shared by email or directly in an integrated application. When the signee visits the link, it will
take him to the agreement review page where he can click the sign button to sign the agreement.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» email - Email address of the signee.
* timestamp - Date when signing was started.

* signatureMethod - Will be click-signature.

How to validate

Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has
to keep the link secret.

Reference documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.
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Document name

Validation

BankidValidation

Telia Tunnistus

Cryptographic Message Syntax

Description

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

https://www.ietf.org/rfc/rfc2630
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Purpose

Agreements might need validation in case of disputes where one or more contracting parties renounce
that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s
service is self-contained, tamper-proof and legally binding, validating the agreement can be enough to
settle legal disputes. This document describes all the steps needed to validate the agreement.

Overview

Validating an agreement is quite a complicated process requiring technical skills or software. The
agreement is stored as a PDF container where any proof of the validity of the agreement is contained
inside the actual container. The process spans from controlling the actual agreement content to
validating the Public Key Infrastructure (PKI) signature status.

The parts that should be validated and covered by this and other references documents are:

e Container validation
* Agreement content

* Retracing signature steps

Container Validation

Verify that the container is an agreement PDF container. See the "Container Content" chapter in
Container Format.

Agreement Content

Read and validate all parts of the agreement attached to the container. See "PDF Container" Container
Format how to locate all files of the agreement.

Retracing Signature Steps

The audit log is a list of entries holding all actions associated with the agreement, from creating the
agreement to the last signee signing the agreement. The list is sorted by the time each action was
logged.

Audit Log Validation Process

Validate each audit entry in the log according to the "How to validate" section of each specific audit
entry type chapter. The audit entry types are described in detail in Container Format, where each





entry type is described in a separate chapter.

If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is
considered invalid.

If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is
important to establish if the agreement is considered invalid because someone has tampered with it, or
if there are errors in the tools or in the documentation?

References

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

Telia Tunnistus Telia Tunnistus - Integration guide to

identification broker service, v1.8

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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